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EXECUTIVE SUMMARY

This whitepaper introduces the Offensive Countermeasures. The Offensive Countermeasures is a security strategy that creates
consequences for the attackers who hack our computers. We hold the tenet that if resources are not spent on tracking and
disrupting the attackers, then we are, by omission, allowing them to try new ways to breach our defences and to come back later
to steal even more from us.

At a high-level, the Offensive Countermeasures consists of a wide range of power instruments such as: negotiation, psychological
warfare, cyberwarfare, economic warfare, information warfare and prosecution.

We're showcasing an anonymised case study where our company used Offensive Countermeasure tactics to discover the
individuals behind ongoing attack campaigns against one of our clients. We confirmed the identities of the adversaries using
GPS tracking and social engineering techniques. In the end, we issued them a cease and desist letter with an expressed threat
that legal and law enforcement actions would be taken if the attacks did not stop immediately. The Offensive Countermeasures
aimed to stop their ongoing attack campaigns, and stop they did.

A common misconception about the Offensive Countermeasures is that it consists of illegally hacking back the hackers. In our
case study, however, we show that none of the tactics employed were illegal. Furthermore, it cost our client significantly less to
employ Offensive Countermeasures than investing in hiring more [T security personnel or purchasing new security technologies
that most likely would have proven ineffective against a persistent adversary.

Therefore, we conclude that until worthwhile consequences are imposed by defenders and law enforcement onto the
adversaries, computer hacking will continue.
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INTRODUCTION

Information security professionals have at their disposal
numerous approaches to build a cyber security programme.
The most common approaches are to comply with industry
standards, align to best-practice frameworks, use risk-based
decision models, and follow common sense information
security principles.

In our view, one area in which many of those approaches
have historically fallen short is the failure to focus their
understanding on how attackers think and operate when
they target organisations. Because of this failure, we
consistently see clients fail to implement countermeasures
that create real consequences to the adversaries hacking
them, and thus making them cease their attack campaigns.

In this article, we begin with offering the reader a general
overview of the cyber adversaries, followed by our proposed
explanation as to why information security defences solely
based on following logical steps without considering the
psychology of the attackers, are ineffective. And finally, we
introduce Offensive Countermeasures in a greater detailed
panorama, and share case studies.

PART 1: UNDERSTANDING
ADVERSARIES

When referring to cyber adversaries, we generally categorise
them based on their motive, geographical location,
organisational structure, and skill level.

The most commonly known attacker categories are: criminals,
terrorists,  activists, disgruntled  employees, insiders,
intelligence agencies, military units, kids, and industry
competitors.

Once we understand the attackers’ motivations and what
matters to them, only then we can begin to influence them
to stop their attacks. Thus, let's begin with an understanding
of the main motivations for individuals to hack.

MOTIVATIONS

Most attackers are financially, politically, or philosophically
motivated.

The overall industry consensus is that cyber criminals have
made hundreds of millions of dollars from ransomware
attacks since 2015. Some even say that ransomware may be
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an industry worth as much as one billion dollars a year.

In 2015, the Australian government also publicly announced
that Chinese intelligence services penetrated the Bureau of
Meteorology’'s (BOM) network!. BOM has network links into
numerous federal government agencies, including the
Department of Defence.

Now that we understand what motivates adversaries to hack
into computer networks, let's look at the top computer crimes
they commit to achieve their goals.

TOP COMPUTER CRIMES

The top crimes conducted by cyber attackers against
organisations are listed in this diagram:

Destruction

Extortion

Ransom

Disruption Theft

Espionage

Figure 1 — Top Computer Crimes

Let's turn ourselves to the most common attack techniques
cyber adversaries employ.

TOP ATTACK TECHNIQUES

The most common attack techniques employed by
computer hackers are:

1 Ransomware, whereby attackers encrypt the work files
of employees and companies and request a ransom
payment to be retrieved.

91 Data Theft, whereby attackers steal the data stored in
company databases and resells it onto illegal e-
commerce websites hosted in anonymous parts of the
Internet.

1 Deny of Service, whereby attackers prevent companies
from operating by rendering IT assets unavailable. The
victims are then extorted if they want to resume business
operations.

1  Money Transfers, whereby attackers coerce companies
to process money to fictitious employees and suppliers
maliciously  registered in  business management
software.

1 Espionage, whereby attackers record the microphone
and the webcams of their victims, alongside stealing
their documents and the emails. The intelligence
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collected is then sold to competitors and used to gain an
edge on the victims.

The top consequences of those attacks for companies are
financial losses and damage to reputation.

WHY WOULD THEY HACK ME?

Too many business owners believe that their company holds
nothing of value that could attract cyber threat actors. This
misconception leads business owners to have a false sense of
security that in effect makes them easier targets.

What many business owners have not yet realised is that
attackers find creative ways to make money from assets built
by law-abiding people simply by exploiting vulnerabilities in
their computer systems.

For example, a very common attack employed by cyber
criminals consists of registering a new fictitious supplier into
the company’s business management software and raises an
invoice to be paid to that supplier.

So long as there will be money to be made from hacking
computer systems, there will always be malicious individuals
trying to compromise computer networks.

HACKERS ARE NORMAL PEOPLE

Whilst we refer to adversaries as “hackers” and “attackers’,
they are normal people that can be influenced through a
multitude of ways. Let us demystify the adversaries by looking
at some profiles:

The following is a picture of Sergey Taraspov, the hacker who
wrote the malware used to steal credit card numbers from
Target USA:

Figure 2 — BlackPOS Malware Author

The following is an image of the building in Shanghai where
hundreds of military personnel - part of China’s PLA Unit
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61398, work from to hack organisations worldwide.

Figure 3 - PLA Unit 61398

The following is a picture of some of the top Chinese military
personnel wanted by the FBI for committing computer
crimes against US companies.

Figure 4 — Five Officers in PLA Unit 61398

The following is a picture of Peter Nash, an Australian citizen
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