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Current State of Cyber Security

 Cyber (in)security has become an integral instrument of power for:

 2013: Europol announced that cyber crime was now more profitable 

than the drug trade.

For the most part, organisations are ill prepared to prevent, 

detect and respond to cyber attack.

 Criminals
 Terrorists
 Governments

 Activists
 Disgruntled 

Employees
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Industry Statistics

+80% Organisations have unknown threat actors on their 
networks

227 Number of days threats go undetected

20-30 Number of days it takes to remove an attacker from the 
network

80% Think that cyber security is an IT issue

40-50% Organisations are not confident in their ability to 
detect a breach at all.
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Underground Market for Identities
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Buying Compromised Machines
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Buying and Selling Software Vulnerabilities
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The Two Primary Mistakes

Too much 
technology, not 
enough people

No Data

=

No Proof
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Solution 1: The Culture of Learning

 Security investment philosophy that focuses on People

 “IT security starts with every person in the organisation”

 Train every person in the company on:

• How they might be attacked

• Practical tactics to defend themselves

• Detecting and reporting attacks

• Working as a team to protect themselves and your 

organisation
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Solution 2: Data-Driven Security

Observe

Analyse

Decide

Act

Stage Action

Observe
• New vulnerabilities
• Intrusions and breaches
• Ongoing security testing

Analyse
Assess the effectiveness of 
current defences

Decide
Devise what the best 
approach is to improve 
defences

Act
Fine tune current security 
controls, and implement new 
ones (if necessary)

Focus on small, incremental, and rapid improvements.
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Cyber Risks 101

Vulnerability Threat
Estimated 

Loss
Cyber Risk

CYBER RISK is
Your most critical vulnerabilities, exploited by your greatest 

adversaries, in the worst case scenario possible.
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Rule 1: Manage Your Vulnerabilities

 How many critical and high risk vulnerabilities do we have today?

 How many vulnerabilities can we mitigate in the next 90 days?

 What resources are required to fix those vulnerabilities? (Calculate in dollars)

Critical, 30

High, 100
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Rule 2: Disrupt Your Enemies

 How many threat actors breached into our network in the last 90 days?

 For each intrusion, what risks were we exposed to? (Calculate in dollars)

 How much time did it take us to detect the intrusions and recover?

 What resources are required to prevent the attackers from coming back?

Metrics Current Status Goals

Number of intrusions +10 Less than 3

Skill level used to breached 
in

Basic techniques Complex techniques

Detection time 227 days Less than 10 days

Response time 25 days Less than 48 hours

Impact generated / Value 
stolen

$250,000.00 AUD and 
above

Less than $10,000.00 AUD
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Rule 3: Limit Your Exposure

 How much data at risk do we have today?

 How much data can we safely remove in the next 90 days?

 How much data can we safely encrypt and archive in the next 90 days?

0
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At-Risk

Deleted

Encrypted



w w w . m o s s e - s e c u r i t y . c o m

P
A
G

E
 1

7
P
A
G

E
 1

7

Rule 4: Making Sure The Plan’s Solid

Question

Cost
Saving

How are we leveraging our existing investments to 
solve today’s challenges?

Data
Driven

How are we going to measure the effectiveness this 
round of investment?

Long Term How are we making sure this round investment will 
continue to yield results in 12 months?

Feasible How do we know if we have people with the right 
knowledge to implement the plan?

Backup 
Plan

How will we address things if we find we're off track?
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Goals

Achieve those goals within 12 to 24 months:

 Train 100% of your staff members on cyber security

 Review 100% of your network for active or dormant threat actors

 Remove or encrypt 70% of your data

 Stop and detect the top 200 tactics and techniques employed by attackers

 Patch 80% of all your critical and high risk missing security patches
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CONCLUSION
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Conclusion

 Commit to becoming a Cyber Security Champion

 Progress in small steps

 Implement a feedback loop to monitor your progress

 Use the 15 Cyber Security Leadership Questions

 Investment ratio should be:

• People: 40%

• Process: 30%

• Technology: 20%
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CONTACT US

Benjamin Mossé

Chief Executive Officer

Mossé Security

Mossé Cyber Security Institute

1300 730 035

contact@mosse-security.com

mailto:contact@mosse-security.com

